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Background

« From 2005-2012 over 560,000,000 data breaches have
occurred [1].

 As a result of compromises, many small businesses risk
substantial losses and potential shut down if they do not
follow laws and regulations which demand complete
and accurate audit trails.

 According to research, small businesses are more likely
to become victims of cyber attacks [2][3][4][5]-

- Approximately 36% of cyber attacks were made against
small businesses between Jan 2012 and June 2012 [6].

- However the cost to deploy and monitor an effective log
management and file integrity monitoring solution
frequent outweigh the requirements to deploy.



Problem Statement

- Small businesses frequently do not deploy log management
solutions until their systems have been compromised [7].

« Log management solutions must be affordable, compact, and
contain both access to file integrity monitoring and log
management capabilities.

« How does a small business minimize the cost of log management
and file integrity monitoring without significantly reducing the
quality of their management solution?

« How can small businesses integrate their log management
solution to a multiple operating system environment?

 What solutions will produce the most viable data retention and
log management capability while minimizing the cost associated
with deployment of the solution?

« How can analytics and metrics be used to allow a low number of
security staff members to understand and interpret results
regularly?



Project Plan

« To utilize freeware/shareware log management solutions to
construct a File Integrity/Log Management Solution.

« To focus features specifically centered for small business
environment while focuses on

» To deploy solution to a virtual machine cluster equivalent of a
small business (10-20 virtual machines instances

 Analyze results based on following criteria:

= Performance capability: How much impact software has on system
performance?

» Software availability: How the deployment response to stress? Does it
frequently crash?

= Log message compression: How are log messages stored if not in use?
» Log message integrity: How does deployment protect what it receives?

> FIM integration: Does deployment optimally integrate FIM with log
management service

o Size of log solution: How large is the deployment? Does deployment
use too many resources?



Hardware/Software Tools

Hardware

Software

Log Management Server:
s Custom Built

AMD Phenom II X2 560 Processor 4.12
GHz

= 4 GB Memory

1 TB Hard Drive
Desktop Workstation (Currently being
obtained)

HP Pavillion or Dell Vostro Desktop
Computer

= 4 GB Memory
500 GB Internal Hard Drive
= Intel Core i3 (or equivalent minimum)
Laptop Workstation
= Dell Studio 1555
4 GB memory
= Intel Core 2 DUO CPU
500 GB Hard drive

VMWare Workstation/Player
Virtual Machine Images:
Windows Server 2008
= Windows Server 2003
Windows XP
= Windows 7
Linux distributions (Red Hat, Ubuntu,
CentOS)
OSSEC (file integrity monitoring/log
management) - http://www.ossec.net/
Lasso (remote Windows log collection) —
http://sourceforge.net/projects/lassolog

/

Syslog-ng (Windows/Linux) -
http://www.balabit.com /network-
security/syslog-ng

LogWatch (Analytics Engine) — Perl:
http://sourceforge.net/projects/logwatc

h/
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Project Timeline

Research Compilation and
Review

Completion of Master’s Project
PowerPoint

Master’s Project Proposal (at
Sam Houston State University)

File Integrity Monitoring and
Log Management Integration

Master’s Paper Outline and
First Draft

Master’s Paper Revisions and
Final Draft

Project Documentation And
Paper Submission

Submit Paper to Conference

Project Presentation

10/01/2012

10/16/2012

10/22/2012

11/01/2012

12/01/2012

03/20/2012

03/15/2013

04/05/2013

04/19/2013

10/15/2012

10/22/2012

10/22/2012

03/02/2013

03/20/2013

04/05/2013

04/17/2013

04/19/2013

04/26/2013

Outline — 01/05/2012, 15t Draft
- 03/20/2013

1%t Revision — 03/25/2013. 214
Revision — 04/01/2013. Final
Draft — 04/06/2013

Documents to Committee —
04/12/2013. Documents to
Graduate Advisor 04/19/2013

TBA. Deadline flexible
depending on conference
deadlines.

Sign-up: 04/19/2013.
Presentation: 04/26/2013
(Tentatively)



File Integrity Monitoring (FIM) and Log
Management Solution Integration Timeline

Initial Specifications
Gathering.

Analytics Software Updating
and Modifying.

Operating System Deployment
and Configuration

Initial Log Management/FIM
Software and Analytics
Deployment.

Initial Deployment Review

Testing and Optimization
Phase

Final Deployment Update and
Modifications

Final Analysis and
Documentation Write-up

Identify key metrics for
operating systems and
software limitations.

Modifying and updating
analytics software for
deployment.

Complete installation of
operating systems and
complete configuration

Complete initial deployment of
software solutions for initial
review

Complete review of
deployment based defined
criteria

Update software solutions
based on initial deployment.

Update deployment and make
final modifications before final
analysis.

Obtain final metrics based on
solution and complete
documentation

11/01/2012

11/01/2012

12/01/2012

12/01/2012

01/04/2012

01/21/2013

02/02/2013

02/10/2013

11/30/2012

12/25/2012

12/25/2012

01/04/2013

01/20/2013

02/01/2013

02/10/2013

03/02/2013
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